Subject Access Request
Procedures

1. Introduction

Under data protection law, including the UK Data Protection Act 2018 and the UK General Data
Protection Regulation, you have a right to access your personal data and supplementary
information held by Beacon Medical Systems Limited. This includes a right to be made aware of
the ways and lawful basis under which your personal data is processed.

Requests for this information are known as Subject Access Requests, and we must respond to
such requests within 30 days of a request being made and your identity confirmed.

To help us to verify your identity and process your request as quickly as possible, please
provide us with as much of the following:

e Your full name and contact details

e The email address associated with your Forward account

e Any information that may help us to verify your identity and account

e Details of the information you require including any relevant time frames or media

Please send this information via email with the subject title “subject access request” to
dpo@hellopando.com or by post to

Beacon Medical Systems Ltd, 5 New Street Square, LONDON, EC4A 3TW

2. The General Data Protection Regulation

The UK GDPR gives individuals the right to know what information is held about them, to
access this information, and to exercise other rights such as the correction of inaccurate data. It
provides a standardised framework ensuring that personal data is obtained, handled, and

disposed of appropriately.

Beacon Medical Systems Ltd adheres to the data protection principles, ensuring personal
information is:

e Processed lawfully, fairly, and transparently

e Collected for specified, explicit, and legitimate purposes and not further processed
incompatibly with those purposes

e Adequate, relevant, and limited to what is necessary (“data minimisation”)



e Accurate and, where necessary, kept up to date
e Retained only as long as necessary (“storage limitation”)

e Processed securely using appropriate technical and organisational measures to prevent
unauthorised or unlawful processing, accidental loss, destruction, or damage

Beacon Medical Systems Ltd is responsible for and able to demonstrate compliance
(“accountability”). Appropriate measures, controls, and procedures are in place to ensure
personal data is obtained, processed, and disclosed in accordance with applicable law.

3. What Is Personal Information?

Personal data means:

“Any information relating to an identified or identifiable natural person; an identifiable natural

person is one who can be identified, directly or indirectly, by reference to an identifier such as a
name, identification number, location data, online identifier, or to one or more factors specific to
the physical, physiological, genetic, mental, economic, cultural, or social identity of that person.”

Further information on personal data and your rights can be found on the Information
Commissioner’s Office (ICO) website.

4. The Right of Access

Under Article 15 of the UK GDPR, an individual has the right to obtain confirmation of whether
personal data concerning them is being processed.

Beacon Medical Systems Ltd is committed to upholding this right and, where requested, will
provide:

The purposes of processing

The categories of personal data concerned

The recipients or categories of recipients to whom data has been or will be disclosed

Details of any transfers to third countries or international organisations, including

safeguards applied

e The period for which personal data will be stored (or the criteria used to determine that
period)

o Where personal data was not collected directly from the individual, any available

information about its source

4.1 How to Make a Subject Access Request (SAR)

A SAR is a request by an individual for access to the personal information held about them.
Requests can be made in writing or electronically using the contact details in Section 8.

If the request is made electronically, Beacon Medical Systems Ltd will provide the response in a
commonly used electronic format unless another format is requested.



4.2 What Happens When a Request Is Received

Identity Verification

SARs are forwarded to the Data Protection Officer (DPO) immediately upon receipt, and a
record of the request is logged. The DPO will verify the requester’s identity using reasonable
measures.

If the DPO cannot verify identity, further evidence may be requested before any data is
released. If a third party (e.g., relative or representative) makes the request, Beacon Medical
Systems Ltd will confirm both the requester’s authority and the data subject’s consent.

Information Gathering

Where sufficient information is provided to identify records, the DPO will collect all relevant data.
If more information is required to locate records, the requester will be contacted promptly.

Information Provision

Once information is compiled, it will be provided in writing (or electronically if requested) in a
concise, transparent, intelligible, and easily accessible form using clear language.

5. Fees and Timeframes

Beacon Medical Systems Ltd aims to respond to all SARs within 30 days of receipt and provides
the information free of charge.

Where requests are complex or numerous, the timeframe may be extended by up to two
additional months. If this occurs, Beacon Medical Systems Ltd will inform the requester within
30 days, explain the delay, and provide an estimated completion date.

Further copies of the same data may incur a reasonable administrative fee.

6. Other Data Subject Rights
Under the UK GDPR, individuals also have the right to:

e Request rectification of inaccurate or incomplete data
e Request erasure of personal data (“right to be forgotten”)
e Request restriction of processing

e Object to processing under specific circumstances

Requests should be made using the contact details in Section 8.

If Beacon Medical Systems Ltd declines to act on a request, the individual will be informed in
writing, provided with reasons, and advised of their right to complain to the ICO or seek judicial
remedy.



7. Exemptions and Refusals

Certain exemptions apply under the UK GDPR. If an exemption prevents Beacon Medical
Systems Ltd from providing some or all information requested, the requester will be notified
within one month, wherever possible, with an explanation and guidance on next steps.

If Beacon Medical Systems Ltd refuses a SAR, it will provide reasons and information on the
right to complain to the ICO and pursue judicial remedy.

8. Submission and Complaints
SARs should be submitted using the following contact details:

Data Protection Officer: Claire Robinson
Email: dpo@hellopando.com

Address: Beacon Medical Systems Ltd, 5 New Street Square, LONDON, EC4A 3TW

If you are dissatisfied with the handling of your request or wish to make an internal complaint,
you may contact the DPO in writing using the details above.

8.1 Supervisory Authority

If you remain dissatisfied with Beacon Medical Systems Ltd’s response, you have the right to
lodge a complaint with the Supervisory Authority:

Information Commissioner’s Office (ICO)

Wycliffe House, Water Lane, Wilmslow, Cheshire, SK9 5AF
Telephone: 0303 123 1113

Email: enquiries@ico.org.uk

Website: www.ico.org.uk



http://www.ico.org.uk/

Subject Access Request Form

Under the General Data Protection Regulation, you are entitled as a data subject to obtain
from the Company, confirmation as to whether we are processing personal data concerning
you, as well as to request details about the purposes, categories and disclosure of such data.

You can use this form to request information about, and access to any personal data we hold
about you. Details on where to return the completed form can be found at the end of the
document.

1. Personal Details:

Data Subject’'s Name: DOB: / /

Home Telephone No: Email:

Data Subject’s Address:

Any other information that may help us to locate your personal data:

2. Specific Details of the Information Requested:

1. 3. Representatives (only complete if you are acting as the representative for a data
subject) [Please Note: We will still need to contact the data subject where proof of
authorisation or identity are required]

Representative’s Name: Relationship to Data
Subject:
Telephone No: | Email: |

Representative’s Address:

| confirm that | am the authorised representative of the named data subject:

Representative’s Name: Signature:

4. Confirmation

Data Subject’'s Name: [print name]

Signature: Date: / /

5. Completed Forms

For postal requests, please return this form to:
Data Protection Officer




